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COPYRIGHT

Copyright © StarWind Software 2008-2009. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise,
without the prior written consent of StarWind Software.

TRADEMARKS

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos
are trademarks of StarWind Software which may be registered in some jurisdictions.
All other trademarks are owned by their respective owners.

CHANGES

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document
to assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

TECHNICAL SUPPORT AND SERVICES

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions here or there. If you
need further assistance, please contact us.
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This document will help you to configure the IP security policy on Windows
2003 Server for achieving secure connection between Target and Initiator
sides. The diagram below illustrates the reference configuration used
throughout this document.

-
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Configuring iSCSI Storage

Launch the StarWind console selecting Start -> All Programs -> StarWind
Software -> Starwind. After the console is launched its icon appears in the
system tray. Double click the icon with the left mouse button or single click it
with the right mouse button and select Start Management menu item from
the pop-up menu.

From the Connections tree please select the computer on which you will
create and assign IP Security policy and wish to connect to.

o =] 3
File Wiew Connection Device Help
@ e | S s Li)
9/ et}
Exit Connect Refresh Preferences Remove connec. .. Help About
Device tree | T arget name Type

|E| b’: Target_server

lEltl':_‘Ef Connections
=

localhost: 3260

o i
Establish connection to the selected i2CSI target ’_ A

Press Connect button to continue.
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You will be prompted to enter the login and password. Default ones are: test,
test. You can always change them later.

togn x|

I Enter the user name and password For this connection,

ser name: I kst

Passwiord: I TTYT)

Cancel |

Press the OK button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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After you have successfully connected to the StarWind service on the remote
machine the window will look like the one below.

File Wiew Conmection Dewice Help

@ % 2 X 0 9 0

Exit Disconnect Refresh Preferences Remove connec, .. Add device Help About

Device tree | Target name | Type

|E| E Target_server

IElt{—::f Connections

ost 3260

o O i
add a new device to the selected target ’_ S

Press the Add Device button to continue.
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In the wizard that appears please select Image file device (the brief
description of each option is displayed in the right area of the wizard window,
we’ll use Image file device drive as a sample, you can apply IP Security to the
any iSCSI target type). You can display the online help by pressing the Help

button.

Select deyice type

—Select the type of device

" RAM drive device

" wirkual DVD device

™ Disk Bridge device

" Snapshot and COP device
" Mirrar (RAID - 1) device
" SPTI device

" wirtual tape device

~ Descripkion

ImageFile plugin allows to create a wirtual
hard drive within a regular disk File,

Help |

= Back | Mext = I Cancel

Press the Next button to continue.
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Select Create new image to create a new hard disk image or Mount existing
image to mount an existing image that you’ve prepared before.

Add Device Wizard x|

Select method to add Image File device

Select one af the Following options.

™ Mount existing virtual disk

% Create new virtual disk:

" Create new virbual disk based on Snapshot and COP one

Help | < Back | Mexk = I Cance|

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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If you have decided to create a new image file, specify the location and the
name of the image you wish to be created. The image size is specified in
megabytes. Refer to the online help for details regarding additional parameters
(Fill with zeroes, Compressed and Encrypted).

Add Device Wizard x|
Specify yirtual disk parameters p—
g,

Mew virkual disk location and name:

I My ComputerClSkorageifilestorel img j |
Size in MEs: I 1024
[ Compressed [ Fill with zeroes
WARRMIMG: You choose not ko zero ouk the wirtual disk,
I Encrypted This can be a security hole if the virtual disk is used directly

by umkrusted clients!

Help | < Back | Mexk = I Cancel

Press the Next button to continue.
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An Image File device can have additional parameters. Refer to the online help
for details regarding the additional parameters (Asynchronous mode, Allow
multiple connections (clustering), Read-only mode and Specify advanced

options).
Add Device Wizard x|
Specify Image File device parameters p—
g,

Select wirtwal disk, wou want to make accessible via iSC51;
I My ComputerClSkorageifilestorel img j e |

¥ asynchronous mode

[T Read-only made
[ allow mulkiple concurrent iSCSI connections (cluskering)

[ specify advanced options

Help | < Back |

Cancel |

Press the Next button to continue.
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Select an optional target name. Under this target name, the device will be
declared to the iSCSl initiators connecting to the StarWind over an IP network.

Add Device Wizard "":' x|
Please specify common device parameters :
=

Choose a karget name (opkional);

filestorel j

Help | < Back | Mexk = I Zance|

Press the Next button to continue.
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Check if all of the device parameters are correct. Press the Back button if any
changes arerequired.

Add Device Wizard

Completing the Add Device Wizard

The Following device will be added:

ImageFilel

¥ou specified the Following settings:

Metwork Mame:
fileskaorel

Image File:

My ComputeriClStoragefilestore1 img
Asvnchronous: Yes

Clustering: Mo

Read-Cnly: Mo

File system bufferring: Mo

To add device, click Mext,

< Back |

Zancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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The information about the recently created device is displayed on the last
wizard page (see image below).

Add Device Wizard : : x|

Completing the Add Device Wizard

The Following device was added:

@ ImageFilen

The device is accessible through the target:

filestorel

To close this wizard, click Finish.

< Bach |

Zancel |

Press the Finish button to close the wizard.

Copyright © StarWind Software 2008-2009. All rights reserved.
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If everything went fine the StarWind console should look like the one the
image provided below.

=10l x|
File Wiew Conmection Dewice Help
2 7 @
@ & 7 ® @ -
Exit Refresh Preferences Remove device Help About
Device tree | Target name Type
|E| E Target_server
Elt{:%‘ Connections
=@
filestare1 Image file
[ i
Ready A
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Server-Side Configuration, Creating New Ip Security Policy

Launch the Local Security Settings management console selecting Start ->
Control Panel -> Administrative tools -> Local Security Policy. Local Security
Settings management console appears. Switch to the IP Security Policies on
Local Computer tree item.

'fi Local Security Settings o ] 1

Ele Action Wiew Help

€= AEBR @M 23D

@ Security Settings Mame /£ | Description | Policy Assigred | Lask Madified Til
@ Account Policies B Server (Request Sec...  For all IP traffic, alwaysreq... Mo S5 2009 4:20:
-8 Local Policies lient (Respond Only)  Commuricate normally (Uns... Mo 5/5/2009 4:20:«

[ Public key Policies ] Secure Server (Requi... For all IP traffic, aways req... Mo 5/5/2009 4:20:«
-] Software Restriction Policies

g IP Security Policies on Local Computer

Create IP Security Policy. ..

Manage IF filter lists and Filter actions. ..

all Tasks 3
Refresh

Export Lisk, .

Wiew 3
Arrange Icons 3

Line up Icons

Help

|Creates an IP Security palicy, | |

Click the right mouse button and select Create IP Security Policy option.

Copyright © StarWind Software 2008-2009. All rights reserved.
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IP Security Policy Wizard appears.

IP Security Policy Wizard 21x]

Welcome to the IP Security Policy
Wizard

Thiz wizard helpz you create an 1P Security policy. v'ou will
zpecify the level of zecurity to use when communicating with
gpecific computers or groups of computers [zubnetz], and for
particular [P traffic types.

To continue, click Mest,

< Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Specify the Name of the new IP Security Policy and optionally provide a brief
description of it.

IP Security Policy Wizard ol
IP Security Policy Hame B
Mare this IP Security policy and provide a brief description
-
M amne:

S5 1P Securty Policy

Dezcription;

< Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Uncheck the Activate the default response rule option.

IP Security Policy Wizard : 21x]

Requests for Secure Communication B
Specify how thiz policy rezponds to requests for zecure communication.
-

The default rezponze rule responds b remate compters that request security, when no
ather rile applies. To communicate securely, the computer must respond to requests for
FECUNE communicatian,

[ Activate the default responze rule.

¢ Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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IP Security Policy Wizard

Completing the IP Security Policy
Wizard

for your new 1P S ecurity policy.

check baow, and then click Finish.

M E

To cloge thiz wizard, click Finigh,

You have successfully completed specifying the properties

To edit vour IP Security policy now, select the Edit properties

= StarW:nd
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2 x]

¢ Back I Finizh I

Cancel

Press the Finish button.

Copyright © StarWind Software 2008-2009. All rights reserved.
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On the SWS IP Security Policy Properties window that appears uncheck the
Use Add Wizard option.

SW5 IP Security Policy Properties . 2=l

Rules |General|

mE  Secuity rles for communicating with ather computers
P Security les:
| IP Filker List | Filter fsction | Authentication... | Tu
D§<Dynamic> Default Responze K.erberoz <M
4 | i
Add... Edit... | Hemaove | [T Use Addwizard

0k, I Cancel |

Press the Add button on the Rules tab.

Copyright © StarWind Software 2008-2009. All rights reserved.
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New Rules Properties window appears.

New Rule Properties E 7] =]
Authentication Methods | Tunnel Setting I Connection Tepe
IP Filter List | Fiter Action
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.

IP Filter Lists:
M arme | D eszcrption |
O Al ICMP Traffic Matches all ICMP packets betw. .
2 AllIP Traffic Matches all IP packets from thiz ..

Ediit... | Eemove |

k. | Cancel | Apply |

Press the Add button on the IP Filter List tab.

Copyright © StarWind Software 2008-2009. All rights reserved.
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IP Filter List window appears. Uncheck the Use Add Wizard option.

Il 1P Filter List E 2] x|
- A P filker list iz compozed of multiple filterz. [n this way, multiple subnets, [P
i’* addrezzes and protocolz can be combined into one |F filker.
Hame
Starind
Dezcription; -
| Edi... |
ll Remove |
IP Filters: [ Use Addwizard
Mirrared | D'ezcription | Pratacal | Source Part | D estination
Jl | [
] 4 | Cancel |
Y

Specify the Name of IP Filter and optionally a brief description and press Add
button.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Filter Properties window appears.

IP Filter Properties g 2lxl

Addrezzes | F'ru:utu:u:u:ull Description

~ Source address:

— Dezstination address:
My IP Address |

v Mimored. Match packets with the exact opposite source and destination
addresses.

0k I Cancel |

Specify Source address and Destination address. To delimit allow connections
more strictly in the Source address field you can specify IP address of the
separate host or subnet.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Switch to the Protocol tab.

IP Filter Properties

fddresses  Protocal | Descriptiunl

Select a protocol bppe;

|TcP |
E =

2l x|

— Set the [P protocaol port;
£+ From any port
™ From this port;

" Toany port

¥ Tothiz port:
|3251

Carnicel |

= StarW:nd
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Specify protocol (TCP in our case) and port number (3261) and press OK. This

filter is for StarWind management console connections.

Copyright © StarWind Software 2008-2009. All rights reserved.
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New rule appearsin the list.

I 1P Filter List E 2] x|
- A P filker list iz compozed of multiple filterz. [n this way, multiple subnets, [P
i’* addrezzes and protocolz can be combined into one |F filker.
Hame
Starind
Dezcription; -
| Edit . |
ll Remove |
IP Filters: [ Use Addwizard
Mirrared | D'ezcription | Pratacal | Source Part | D estination
Tes TCFP MY 3261
1] | i
] 4 Cancel |
Y

Click the Add button again.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Filter Properties window appears.

IP Filter Properties : 2]

Addrezzes | F'ru:utu:u:u:ull Description

~ Source address:

A [P Addr

— Dezstination address:
My IP Address |

v Mimored. Match packets with the exact opposite source and destination
addresses.

0k I Cancel |

Specify Source address and Destination address.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Switch to the Protocol tab.

IP Filter Properties

fddresses  Protocal | Descriptiunl

Select a protocol bppe;

|TcP |
E =

2l x|

— Set the [P protocaol port;
£+ From any port
™ From this port;

" Toany port

¥ Tothiz port:
|3zsn

Carnicel |

= StarW:nd
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Specify protocol (TCP in our case) and port number (3260) and press OK. This
filter is for StarWind service connections (iSCSI trafficitself).

Copyright © StarWind Software 2008-2009. All rights reserved.
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One more new rule appears in the list.

I 1P Filter List E 2] x|

A P filker list iz compozed of multiple filterz. [n this way, multiple subnets, [P

—
=+ addrezzes and protocolz can be combined into one |F filker.

Hame
Starind
Dezcription; Add... |
| Edi.. |
ll Bemove |
IF Filters: ™ Use Add wizard
Mirrn:nred| D'ezcription | Pratacal | Source Part | D estination
Tes TCF AMNY 3261
Tes TCP AMY 3260
1] |

Cancel

L.

Press the OK button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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We return to the IP Filter List tab again.

New Rule Properties : 7] =]
Authentication Methods | Tunnel Setting I Connection Tepe
IP Filter List | Filter Action
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.
IP Filter Lists:
M arme | D eszcrption |
O Al ICMP Traffic Matches all ICMP packets betw. .
2 AllIP Traffic Matches all IP packets from thiz ..

Starwfind

gd. | Edt. | Bemove |

Cloze I Carzel | Apply |

Select newly created filter StarWind from the list and switch to the Filter
Action tab.

Copyright © StarWind Software 2008-2009. All rights reserved.
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On the Filter Action tab select Require Security option from the list.

New Rule Properties : 7] =]
Authentication Methods Tunnel Setting I Connection Type |
IF Filter Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negotiates
for zecure netwark: traffic, and how it will zecure the traffic.

Filter Actions:
M arme | D eszcrption |
2 Permit Permit unzecured IP packets ta .
{2 Request Security [0 ptional] Accepts unsecured communicat...
&) Fequire Security Acceptz unsecured communicat. ..

Remave [ Usze &dd Wizard

Add... |

Cloze | Carzel | Apply

Press the Edit button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Require Security Properties window appears. Select Negotiate security,
specify Security method preference order and set Accept unsecured
communication, but always respond using IPSec option.

Ii

x|

Require Security Properties

Securty Methods | Generall

" Permit

Security method preference arder:

Tvpe | &HIrtegity | ESP Corfidertial.. | ES Add..

Cuztorn  <Mones ADES 5H

Cuztom  <Monesr 3DES kL Edit... |

Cuzstomn <Mones DES SH

Cugtom  <Maones DES ML Remaove |
fd e Lp |

4 | ﬂ Move down |

v Accept unsecured communication, but alwaps respand uzsing IPS ec
[ Allow unsecured communication with non-PSec-aware computers

[~ Use session key perfect forward secrecy [PFS]

k., I Cancel Spply

Press the OK button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.

32



StarWind Software =~ StarW:nd
Technical Reference Series S OFTWARE

Switch to the Connection Type tab.

Mew Rule Properties 1 7] =]
IP Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

Thiz rule only applies to hetwark, traffic over connections of
Gl e the zelected type.

[

% 4]l petwork conmections

i~ Local area network, [LAM ]

i~ Bemote access

Cloze I [Carmel Apply

Select All network connections.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Switch to the Tunnel Setting tab.

New Rule Properties E 7] =]
IP Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type

The turninel endpaint iz the tunneling computer closest ta the
|F traffic destination, as specified by the associated |F filker
ligt. |t kakes bwo rules bo descrbe an IPSec tunnel.

HH

% Thiz rule does not specify an IPSec tunneli

i~ The tunnel endpaint iz specified by this [P address:
o .0 .0 .0

Cloze I Carzel | Apply |

Select This rule does not specify an IPSec tunnel.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Switch to the Authentication Methods tab.

Edit Rule Properties 7] =]
IP Filter List | Filter iction
Avthentication Methods | Tunnel Setting I Connection Type

Authentication methods specify haw st iz establizhed

between computers. These authentication methods are

= = offered and accepted when negotiating zecurity with another
computer.

Authentication method preference arder:

b ethod | Details | Add. |

K.erberos
Eemove |

i ove Lp |
flimwe dovmn |

k. Cancel Apply

Press the Edit button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Edit Authentication Method Properties window appears. Select Use this
string (preshared key) option and type in the preshared key in the field.

Edit Authentication Method Properties 4 2=l

Authentication kethod |

The authentication method specifies how tust iz established
=i = between the computers.

"~ Active Directory default [Kerberos Y5 protocol]

" Use a certificate from this certification authority [C):

I HBrowse... |

[T Exclude the C& name fram the certificate request

" | Enatle certificate to account mapming

' Use this string [preshared key)i

123123 2]

=
0k, I Carnicel |

Press the OK button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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We return to the Authentication Methods tab.

New Rule Properties : 21|
IP Fiter List | Filter iction
Authentication Methods | Tunnel Setting I Connection Type

Authentication methods specify haw tust iz establizhed

between computers. These authentication methods are

= =) offered and accepted when negotiating zecurity with another
computer.

Authentication method preference arder:

b ethod | Details | Add.
Prezhared ey 123123

Edit..

Eemove

i ove Lp

flawe down

ELir

[Carmel Apply

Press the Close button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Select StarWind from the list of available IP Security rules.

SWS IP Security Policy Properties 7] =]

Rules |General|

mE  Secuity rules for communicating with ather computers
P Security rules:
| IP Filker List | Filter dsction | Authentication... | Tu
Starwfind R equire Security Prezhared ey Mc
O <Dvnamics Default Responze K.erberos <M
4| | ~
Add. | Edt. Remove | I Use Addwizard

Carnicel |

Press the Close button.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Assign recently created policy by pressing right mouse button and selecting

Assign option.

'fi Local security Settings

Eile  Action Yiew Help

=10l x|

o OE X8R 2o B 8 4

@ Security Settings Mame  /

| Descripkion

| Palicy Assigned

| Last Modified Ti

-8 Account Policies

{3 Local Policies

D Public Key Policies

[ Software Restriction Policies

----- ,g IP Security Policies on Local Computer

Server (Request Sec,,,
Client {Respond Only)
Secure Server (Requi,..

WS IP Security Policy

1]

For all IP traffic, always regq... Mo
Communicate normally {uns.., Mo
For all IP traffic, always regq... Mo

No

Al Tasks 3

Delete
Renams

Properties

Help

S/5/2009 4:20:
S/5/2009 4:20:
552009 4:20:
5/ 4]

Assigns this policy (atkempts ko make it active),

Copyright © StarWind Software 2008-2009. All rights reserved.

39



StarWind Software =~ StarW:nd
Technical Reference Series S OFTWARE

Client-Side Configuration, Creatng New Ip Security Policy

Launch the Local Security Settings management console selecting Start ->
Control Panel -> Administrative tools -> Local Security Policy. Local Security
Settings management console appears. Switch to the IP Security Policies on
Local Computer.

'fi Local Security Settings o ] 1

Ele Action Wiew Help

€= AEBR @M 23D

@ Security Settings Mame /£ | Description | Policy Assigred | Lask Madified Til
@ Account Policies B Server (Request Sec...  For all IP traffic, alwaysreq... Mo S5 2009 4:20:
-8 Local Policies lient (Respond Only)  Commuricate normally (Uns... Mo 5/5/2009 4:20:«

[ Public key Policies ] Secure Server (Requi... For all IP traffic, aways req... Mo 5/5/2009 4:20:«
-] Software Restriction Policies

g IP Security Policies on Local Computer

Create IP Security Policy. ..

Manage IF filter lists and Filter actions. ..

all Tasks 3
Refresh

Export Lisk, .

Wiew 3
Arrange Icons 3

Line up Icons

Help

|Creates an IP Security palicy, | |

Click the right mouse button and select Create IP Security Policy option.

Copyright © StarWind Software 2008-2009. All rights reserved.
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IP Security Policy Wizard appears.

IP Security Policy Wizard 21x]

Welcome to the IP Security Policy
Wizard

Thiz wizard helpz you create an 1P Security policy. v'ou will
zpecify the level of zecurity to use when communicating with
gpecific computers or groups of computers [zubnetz], and for
particular [P traffic types.

To continue, click Mest,

< Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Specify the Name of the new IP Security policy and optionally provide a brief

description.
IP Security Policy Wizard ol
IP Security Policy Hame B
Mare this IP Security policy and provide a brief description
_—
M amne:

S5 1P Securty Policy

Dezcription;

< Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.
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Uncheck the Activate the default response rule option.

IP Security Policy Wizard : 21x]

Requests for Secure Communication B
Specify how thiz policy rezponds to requests for zecure communication.
-

The default rezponze rule responds b remate compters that request security, when no
ather rile applies. To communicate securely, the computer must respond to requests for
FECUNE communicatian,

[ Activate the default responze rule.

¢ Back

Cancel |

Press the Next button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.

43



StarWind Software
Technical Reference Series

Set the Edit properties option.

IP Security Policy Wizard

Completing the IP Security Policy
Wizard

for your new 1P S ecurity policy.

check baow, and then click Finish.

M E

To cloge thiz wizard, click Finigh,

You have successfully completed specifying the properties

To edit vour IP Security policy now, select the Edit properties

= StarW:nd

S O FTWARE

2 x]

¢ Back I Finizh I

Cancel

Press the Finish button.
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On the SWS IP Security Policy Properties window that appears uncheck the
Use Add Wizard option.

SW5 IP Security Policy Properties . 2=l

Rules |General|

mE  Secuity rles for communicating with ather computers
P Security les:
| IP Filker List | Filter fsction | Authentication... | Tu
D§<Dynamic> Default Responze K.erberoz <M
4 | i
Add... Edit... | Hemaove | [T Use Addwizard

0k, I Cancel |

Press the Add button on the Rules tab.
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New Rules Properties window appears.

New Rule Properties E 7] =]
Authentication Methods | Tunnel Setting I Connection Tepe
IP Filter List | Fiter Action
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.

IP Filter Lists:
M arme | D eszcrption |
O Al ICMP Traffic Matches all ICMP packets betw. .
2 AllIP Traffic Matches all IP packets from thiz ..

Ediit... | Eemove |

k. | Cancel | Apply |

Press the Add button on the IP Filter List tab.
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IP Filter List window appears. Uncheck the Use Add Wizard option.

Il 1P Filter List E 2] x|
- A P filker list iz compozed of multiple filterz. [n this way, multiple subnets, [P
i’* addrezzes and protocolz can be combined into one |F filker.
Hame
M5 ISCSI Initigtor
Dezcription; -
| Edi... |
ll Remove |
IP Filters: [ Use Addwizard
Mirrared | D'ezcription | Pratacal | Source Part | D estination
Jl | [
] 4 | Cancel |
Y

Specify the Name of IP Filter and optionally a brief description and press Add
button.
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IP Filter Properties window appears.

IP Filter Properties ; 2]

Addrezzes | F'ru:utu:u:u:ull Description

~ Source address:
[ My 1P Address =~

— Dezstination address:
& zpecific |P Address j

IPaddess: | 192 . 168 . 1 . 10
Subnetmesk: | 255 . 255 . 255 . 285

v Mimored. Match packets with the exact opposite source and destination
addresses.

0k I Cancel |

Specify Source address and Destination address. Destination address is the
IP address of the StarWind server you wish to connect to.
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Switch to the Protocol tab.

IP Filter Properties

fddresses  Protocal | Descriptiunl

Select a protocol bppe;

|TcP |
E =

2l x|

— Set the [P protocaol port;
£+ From any port
™ From this port;

" Toany port

¥ Tothiz port:
|3zsn

Carnicel |

= StarW:nd
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Specify protocol (TCP in our case) and port number (3260) and press OK. This
filter is for StarWind service connections (iSCSI trafficitself).
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New rule appearsin the list.

I 1P Filter List E 2] x|
- A P filker list iz compozed of multiple filterz. [n this way, multiple subnets, [P
i’* addrezzes and protocolz can be combined into one |F filker.
Hame
M5 ISCSI Initigtor
Dezcription; Ll
| Edi... |
ll Remove |
IP Filters: [ Use Addwizard
Mirrared | D'ezcription | If_r_n;n_t_n:n::n:nl | Source Part | D estination
fres TCF AMY A2R0
1| | i
] 4 I Cancel |
Y
Press the OK button.
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We return to the IP Filter List tab again.

Edit Rule Properties : 7] =]
Authentication Methods | Tunnel Setting I Connection Tepe
I Filter List | Filter Action

= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.

IP Filter Lists:
M arme | D eszcrption |
O Al ICMP Traffic Matches all CMPpackets bebwe. .
2 AllIP Traffic Matches all IP packets from thiz ..
LOT S (5 C5] Initiatar

gd. | Edt. | Bemove |

Cloze I Carzel | Amply |

Select newly created filter MS iSCSI Initiator from the list and switch to the
Filter Actiontab.
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On the Filter Action tab select Require Security option from the list.

New Rule Properties : 7] =]
Authentication Methods Tunnel Setting I Connection Type |
IF Filter Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negotiates
for zecure netwark: traffic, and how it will zecure the traffic.

Filter Actions:
M arme | D eszcrption |
2 Permit Permit unzecured IP packets ta .
{2 Request Security [0 ptional] Accepts unsecured communicat...
&) Fequire Security Acceptz unsecured communicat. ..

Remave [ Usze &dd Wizard

Add... |

Cloze | Carzel | Apply

Press the Edit button to continue.
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Require Security Properties window appears. Select Negotiate security,
specify Security method preference order and set Accept unsecured
communication, but always respond using IPSec option.

Ii

x|

Require Security Properties

Securty Methods | Generall

" Permit

Security method preference arder:

Tvpe | &HIrtegity | ESP Corfidertial.. | ES Add..

Cuztorn  <Mones ADES 5H

Cuztom  <Monesr 3DES kL Edit... |

Cuzstomn <Mones DES SH

Cugtom  <Maones DES ML Remaove |
fd e Lp |

4 | ﬂ Move down |

v Accept unsecured communication, but alwaps respand uzsing IPS ec
[ Allow unsecured communication with non-PSec-aware computers

[~ Use session key perfect forward secrecy [PFS]

k., I Cancel Spply

Press the OK button to continue.

Copyright © StarWind Software 2008-2009. All rights reserved.

53



StarWind Software =~ StarW:nd
Technical Reference Series S OFTWARE

Switch to the Connection Type tab.

Mew Rule Properties 1 7] =]
IP Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

Thiz rule only applies to hetwark, traffic over connections of
Gl e the zelected type.

[

% 4]l petwork conmections

i~ Local area network, [LAM ]

i~ Bemote access

Cloze I [Carmel Apply

Select All network connections.
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Switch to the Tunnel Setting tab.

New Rule Properties E 7] =]
IP Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type

The turninel endpaint iz the tunneling computer closest ta the
|F traffic destination, as specified by the associated |F filker
ligt. |t kakes bwo rules bo descrbe an IPSec tunnel.

HH

% Thiz rule does not specify an IPSec tunneli

i~ The tunnel endpaint iz specified by this [P address:
o .0 .0 .0

Cloze I Carzel | Apply |

Select This rule does not specify an IPSec tunnel.
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Switch to the Authentication Methods tab.

Edit Rule Properties 7] =]
IP Filter List | Filter iction
Avthentication Methods | Tunnel Setting I Connection Type

Authentication methods specify haw st iz establizhed

between computers. These authentication methods are

= = offered and accepted when negotiating zecurity with another
computer.

Authentication method preference arder:

b ethod | Details | Add. |

K.erberos
Eemove |

i ove Lp |
flimwe dovmn |

k. Cancel Apply

Press the Edit button to continue.
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Edit Authentication Method Properties window appears. Select Use this
string (preshared key) option and type in the preshared key in the field (the
same one as in StarWind IPSec policy).

Edit Authentication Method Properties ! 2=l

Authentication kethod |

The authentication method specifies how tust iz established
LIgC ! between the computers.

"~ Active Directory default [Kerberos Y5 protocal]

" Use a certificate from this certification authority [Cé):

I Browse.. |

[T Exclude the C& name from the certificate request

[" | Enable certificate to account mapping

' Use this stiing [preshared key)

123123 2]

=
0k, I Cancel |

Press the OK button to continue.
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We return to the Authentication Methods tab.

New Rule Properties : 21|
IP Fiter List | Filter iction
Authentication Methods | Tunnel Setting I Connection Type

Authentication methods specify haw tust iz establizhed

between computers. These authentication methods are

= =) offered and accepted when negotiating zecurity with another
computer.

Authentication method preference arder:

b ethod | Details | Add.
Prezhared ey 123123

Edit..

Eemove

i ove Lp

flawe down

ELir

[Carmel Apply

Press the Close button to continue.
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Select MS iSCSI Initiator from the list of available IP Security rules.

SWS IP Security Policy Properties 7] =]

Bules |General|

mE  Secuity rules for communicating with ather computers

—

P Security rules:

ol | i

Add... | Edi... | Remove ||‘ Use Add wizard

k. I Cancel | N 1] |

Press the OK button.
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Assign recently created policy by pressing right mouse button and selecting

Assign option.

'fi Local security Settings

Eile  Action Yiew Help

=10l x|

o OE X8R 2o B 8 4

@ Security Settings Mame  /

| Descripkion

| Palicy Assigned

| Last Modified Ti

-8 Account Policies

{3 Local Policies

D Public Key Policies

[ Software Restriction Policies

----- ,g IP Security Policies on Local Computer

Server (Request Sec,,,
Client {Respond Only)
Secure Server (Requi,..

WS IP Security Policy

1]

For all IP traffic, always regq... Mo
Communicate normally {uns.., Mo
For all IP traffic, always regq... Mo

No

Al Tasks 3

Delete
Renams

Properties

Help

S/5/2009 4:20:
S/5/2009 4:20:
552009 4:20:
5/ 4]

Assigns this policy (atkempts ko make it active),
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Connecting to the Target Using MS iSCSI Initiator

Launch the MS iSCSI Initiator by selecting Start -> All Programs -> Microsoft
iSCSI Initiator -> Microsoft iSCSI Initiator. Switch to the Discovery tab. Here
you can specify the computer with the StarWind installed or iSNS server.

i5CSI Initiator Properties i 5[

General Discovery | Targetsl Perziztent Targetsl Bound "v"u:ulumes.-"Devi-:esl

— Target Portalz
Addresz | Part | Adapter | P Address |
Biemaowve Fefresh |
—ISMS Servers
I ame |
Add Hemoyve | R efrezh |
k. | Cancel | Apply |

Press the Add button to continue.
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In the appearing dialog type in the IP address of the computer with StarWind
installed and port of that machine

Add Target Portal - A EI

Type the IP address or DMNS name and socket number of the portal wou
want to add, Click sdvanced ko select specific settings Far the discowery
session ko the porkal,

IP address or DMS name: Pork;

192.168.1.10 3260 Advanced. .. |
Zancel |

Press the OK button to continue.
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Switch to the Targets tab.

isCSI Initiator Properties x|
General | Discovery Targets I Ferziztent Targetsl Bound Uu:ulumes.-"Devi-:esI

Select a target and click Log On to access the storage devices for that
target. Click details bo see infarmation abaut the zeszionz, connectionz and
devices for that target.

Targets:
I arne | Statuz |
fileztonel Inactive

Dretailz |

R efrezh |

k. | Cancel | Apply |

Select the device you have recently shared and press Log On to continue.
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Log On to Target dialog appears.

Log On to Target i

Target name:

[ automatically pestore this conneckion when the system boats

[ Enable mulki-path

i‘. Only select this option if i9CSI mulki-path software is already installed
1 on yaur compuket,

Advanced. .. | Ik I Zancel |

Check any additional parameters of the target you wish to connect. For
example Automatically restore this connection when the system boots
checkbox.

Press the OK button to logon to the StarWind.
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The information about the connection status is displayed on the Targets tab

(see the image below). If the logon is successful the new iSCSI device will
appear in the system after a few seconds.

i5C5I Initiator Properties i El
General | Digcovery  Targets I Perzistent T argetz I Bound Volumes/Devices I
Select a target and click Log On to access the storage devices for that
target. Click details bo zee information about the zezzionz, connections and
devices for that target.
T argets:
I arme | Statuz |
fileztoneT Connected
Detailz Log On... | Fefresh |

Cancel | Ay |

Press the OK button to exitinitiator management console.
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Support Forum: www.starwindsoftware.com/forums
Sales E-mail: sales@starwindsoftware.com

US Headquarters

Phone: 617-449-7717
Fax: 617-505-5845
EMEA: 1-888-532-2203
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